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ABSTRACT

Watermarking is a method for the verification of the authenticity
of a digital object. In this work we investigate the watermarking of
audio signals utilizing watermarked images. We present a multiple
watermarking scheme for the watermarking of digital audio signals.
The proposed technique exploits an image as a watermark which
has been already watermarked with a self inverting permutation.
The watermarked image, is then embedded in the LSB values of the
digital audio signal. By conducting a series of evaluation experi-
ments, including an attack vector consisting of cropping, noise, and
re-sampling attacks, we investigate the robustness of the proposed
multiple watermarking technique and prove its potentials against
various factors affecting each type of attack.
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1 INTRODUCTION

The term digital watermarking expands to a multitude of digital
objects including, among others, digital images, software, video
files, audio files, etc. The purpose of watermarking is to cover a
piece of information, but in such a way that it can be easily retrieved
if someone wants to retrieve it. However, the information that has
been hidden into a digital object should not noticeably affect its
quality, but should somehow become an integral part of it. Digital
object watermarking has its basis on the elementary procedures
of embedding and extracting an information into the digital object
under consideration, where both these procedures are required
to be as efficient, simple, and reliable as possible. In particular,
considering the watermarking procedure of a digital object (in our
case an audio signal S), an audio watermarking technique seeks
to introduce modifications that are primarily undetectable by the
human ear into the audio’s data in order to incorporate a distinctive
identifier, i.e., the watermark w [7]. Moreover, the main target of
digital object watermarking remains that whether a digital object
has been watermarked with a watermark, let w, and the digital
object is transferred over the Internet, then w is also transferred
with the copy of the digital object ensuring the maintenance of
copyright protection [7].

1.1 Audio Watermarking

Regarding the watermarking procedure of a digital audio signal,
as described in [7], given a digital object O (in our case an audio
signal S) into which we want to embed a watermark w there should
be developed an embedment procedure, let Embed (O, w), which
implements the embedding of watermark w into the digital object
O resulting thus to the watermarked digital object O,, (in our case,
considering the audio signal S, the S,,). However, it is notable to
refer that once a digital object has been watermarked it is required
for the watermark to be able to be preserved to the greatest extent
possible, despite any alterations that the watermarked object may
undergo. Similarly, for the reverse procedure, i.e., the one of ex-
tracting the watermark w from a watermarked digital object O,,,
there should be developed the corresponding extraction procedure,
let, Extract(O,,), which, given the watermarked digital object O,,
extracts, by implementing the reverse procedure, the watermark w.
To this point, it is also notable to refer that the main concern regard-
ing the watermarking of digital objects, considering in our case the
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digital audio signals, audio watermarking requires the consistent
and precise location and extraction of the embedded watermark
w from the watermarked audio signal S,, even in the case where
Sw has undergone a set of attacks, e.g., cropping, noise addition,
re-sampling, etc.

1.2 Related Work

Audio watermarking techniques have been classified into time
domain (or spatial domain), frequency domain, and hybrid domain.
The time domain techniques mainly utilize Least Significant Bit
(LSB) substitution and echo-hiding techniques. In LSB technique,
the audio signal is sampled at 8 or 16 kHz and divided into frames,
and the LSB of each frame is replaced by the watermark bit [4]. The
robustness depends on the number of bits that are being replaced
in the host signal. To increase the robustness and imperceptibility,
various modifications in LSB technique have been proposed by
changing the embedding positions [9, 11]. The audio signal has real
values as samples, if converted to an integer will degrade the quality
of the signal to a great extent. The time-domain watermarking
techniques are found in [3, 5, 10, 12, 15, 16]. Generally, time-domain
watermarking techniques are simple and less complex but suffers
with low robustness [13]. In frequency domain audio watermarking
techniques the watermark is embedded in frequency domain with
any transformation. This technique is a bit complex to implement
and it requires more computation in comparison with the spatial
domain, because in frequency domain the robustness is much better.
There are various techniques for embedding the watermark in
transform domain for digital audio signal such as FFT, DCT, DWT
and SVD [2]. Several methods have been proposed in the literature
for embedding an image in an audio. Authors of [14] propose a
method of digital watermarking using low frequency components,
pseudo numbers and a binary image file, whereas authors of [6] use
a digital image as watermark and present a method of embedding
the watermark image in the LSB plane of the audio file. In [1]
authors propose an an SVD audio watermarking approach using
chaotic encrypted images, where recently authors of [17], proved
that the proposed watermarking algorithm by Al-Nuaimy et al. falls
to two ambiguity attacks where the extracted watermark is not the
embedded one but determined by the reference watermark.

1.3 Our Approach

In this work we propose a multiple watermarking approach for
the watermarking of digital audio signals. In our approach we are
based upon the “image-to-audio” watermarking technique utilized
in many approaches during the recent years through literature and
augment this approach utilizing an already watermarked image.
In the proposed technique we leverage the duality of the hidden
information considering both the encoding a digital image (which
is already watermarked) as well as the watermark itself, encoding
the watermarked image in the LSB of the values of a digital audio
signal. The utilization of the LSB provides the ability of tamper
detection and the effectiveness as also the efficacy of the overall
approach regarding the embed and the extract procedures required
respectively for the embed and the extract of a watermark into a
digital audio signal.
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Figure 1: Overview of the procedures deployed for the embed
end the extract of multiple watermarks into and from digital
audio signals.

2 THE MODEL

In this section we describe the proposed algorithms for audio wa-
termarking and watermark extraction to and from an audio signal.
The proposed multiple watermarking scheme for digital audio sig-
nals incorporates two main procedures, namely the embed and the
extract of information, in our case watermarked images, into/from,
digital audio signals. The structure of these two procedures contains
the embed of a watermark into a digital image and the consequent
embed of the watermarked image into a digital audio signal, while
the reverse procedure contains the extraction of the watermarked
image from the digital audio signal that it has been embedded into
in order to extract from it the embedded watermark. In Figurel it is
presented an illustrative example of how these procedures are de-
ployed in order to implement our proposed multiple watermarking
scheme for audio signals.

2.1 Embedding a Watermark into a Digital
Image

The procedure that implements the embedment of a watermark into
a digital image incorporates the watermarking procedure utilizing
the properties of Self-Inverting Permutations presented in [8]. In
particular, we deploy the 2DM representation of Self-Inverting
Permutation (SiP), which encodes an integer w and is used to locate
specific cells of an image I in order to embed the SiP that represents
the watermark w into the image I. In particular, we select an integer
w and utilize the 2DM representations of the SiP that encodes it,
to locate the corresponding cells of the image. In Algorithm 1 we
describe the steps followed for the embedment of the watermark w
into a image I producing its corresponding watermarked image I,,.

2.2 Embedding a Watermarked Image into an
Audio Signal

The procedure that implements the embedment of a watermarked
digital image I, into a digital audio signal S incorporates the uti-
lization of the Least Significant Bit (LSB) modifying the technique
proposed in [6] and in the approach proposed in [18] in order to
embed the information that encodes the watermarked image I,
into a digital audio signal S constructing thus the watermarked
audio signal S,,. In particular, we utilize the values of the cells of
a matrix that represents the watermarked gray-scale image I,, of
size m X n and transform it into an 1D matrix of size 1 X £, where
¢ = m X n. To this point we should note that since I, is a gray-scale
image, it holds that the values of its corresponding matrix are in
the range [0, 255]. This matrix then is converted to a matrix of size
¢ X 8 where each of its rows contains 8 cells that represent the
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Data: Image I, Integer Number w to be Embedded in the Image I

Result: Watermarked Image I,

Construct 2DM representations of Sip (w);

for all cells in the 2DM representations do

Compute the FFT on each cell;

Extract the corresponding magnitude M;; and Phase P;;
matrices ;

Place the Red-Blue Annuli on M;; ;

Mark the Red-Annuli of M;;;

Combine M;; with P;j;

Compute the iFFT on C;, i

end
Algorithm 1: Embed_Watermark_to_Image Algorithm.

Data: Audio Signal S, Watermarked Image I,,
Result: Watermarked Audio Signal S,,
Sw < S;
Let m, n the size of the image I,,;
Let M[i, j] thecell (i,j)inthel,,:0<i<mand0<j<n;
Construct matrix Aof size 1 X £: f=m X n;
counter « 0;
fori=1:1:mdo
forj=1:1:ndo
| Alcounter ++] « M[i, j]
end

end
Construct matrix B of size £ X 8 by containing the cells of A by

their corresponding binary (8—bit) representation;
Construct sequence o of length x = ¢ X 8 that contains row-by-row

the elements of B;
Select k samples s1, Sp, ..., Sk € Sy k =|o| < |Sw]
fori=1:M 1 |Sy| do

| LSB(s; € Su) o1
end

Algorithm 2: Embed_Image_to_Audio Algorithm.

8 — bit that correspond to the binary representation of the value
on the cell of each row of the 1D matrix, note that 8 bits are ade-
quate to represent the values in the range [0, 255]. The produced
matrix contains in its first column the Most Significant Bit of the
represented number while in its last column it contains the Least
Significant Bit. To this point, and having a matrix of £ X 8 elements,
we construct a sequence, let o of length ¢ X 8, where it contains
sequentially the rows of the previous matrix, i.e., a sequence of 0
and 1. Respectively, with step = ‘%l we select k = ¢ X 8 samples
from the audio signal and insert into the LSB of each sample the
corresponding digit of the sequence o, in order to create finally
the watermarked signal S,,. In Algorithm 2 we describe the steps
followed for the procedure of embedding a watermarked image I,
to an audio signal S resulting to the watermarked audio signal S,,.

2.3 Extracting a Watermarked Image from a
Watermarked Audio Signal
The procedure that implements the extract of a watermarked digital

image I, from a watermarked digital audio signal S,, incorporates
again the utilization of the Least Significant Bit (LSB) modifying

281

PCl 2022, November 25-27, 2022, Athens, Greece

Data: Watermarked Audio Signal S,,, Integer Numbers m, n
Result: Watermarked Image I,, of size m, n

Construct an empty sequence o of length m X n X 8;

Select k samples s1, Sz, ..., Sk € Sy 1 k= |o| < |Sw]

S
fori:lzﬂzlswldo

oj — LSKB(Si €Syw);
end
Construct matrix Bof size f X8 : f =m X n;
Parse sequence o and place each 8 elements (binary digits) into
each row of matrix B ;
Construct matrix A of size 1 X £ : £ = m X n containing the integer
value of each cell of matrix B (8—bit binary representation) ;
Construct matrix M of size m X n ;
counter « 0;
fori=1:1:mdo
forj=1:1:ndo
| Mli,j] « Alcounter ++]
end
end
Algorithm 3: Extract_Image_from_Audio Algorithm.

Data: Watermarked Image I,,,

Result: The Integer w that is embedded in I,,

Construct 2DM representation of Sip(w);

for all cells in the 2DM representation do

Compute the FFT on each cell;

Extract the corresponding magnitude M;; and Phase P;;
matrices ;

Place the Red-Blue Annuli on M;; ;

For this line select ) .
C;.J. : Avgp,;; — Avga,; = min{Avgp,; — Avga,; };zfm ),

Construct the SiP;

Decode the embedded integer w;

end
Algorithm 4: Extract Watermark_from_Image Algorithm.

the technique proposed in [6] in order to extract the information
that encodes the watermarked image I,, from a watermarked dig-
ital audio signal S,,. In particular, given a watermarked digital
audio signal S,, and known the integers m, n that correspond to
the information required regarding the extraction of the embedded
watermarked image I, with step = % we select k = £ X 8 samples
from the audio signal, note that £ = m X n, and extract the LSB from
each sample, in order to construct a sequence o of values 0 and
1. Considering blocks of 8 values in the sequence we construct a

matrix of size (%) X 8 in order to store the values of the sequence.
Then, following the reverse procedure, since each row of the ma-
trix represents a number in the range [0, 255], where using this

binary representation, we construct a matrix of l%l rows and one
column storing the decimal representations that correspond to the
numbers represented by their binary form in each row (8-bit binary
representation). This matrix then is transformed into a 2D matrix of
size m X n selecting each 8 sequential values and setting them as a
row in the matrix. The resulting matrix then contains the values of
each cell of the watermarked image I,,. In Algorithm 3 we describe
the steps followed for the procedure of extracting a watermarked
image I,, from a watermarked digital audio signal S,,,.



PCl 2022, November 25-27, 2022, Athens, Greece

ey - (B
i g
Tmage - Watermarked Image

1,1,1,0,0,1,1,0,

B
INAOORA0
IoOOROnn

SLLLLLT
poERnaaEn

4
0,0,0,0,1,01,1,...,..,0,0,0,1,1,1,1,0, +.,0,0,0,1,0,1,0,0

1,1,1,00,1,1,0,

NnODRBAD
mORORDAD

FELEELLEE
popnpnnn
B

Figure 3: Extract Procedure Architecture

2.4 Extracting a Watermark from a
Watermarked Digital Image

Similarly to the ebbed procedure presented, we deploy the 2DM
representation of the SiP [8] that encodes the integer w that is
embedded in the image I to locate the specific cells of image I
that contain the watermark in order to extract them from the wa-
termarked image I,,. In particular we incorporate again the 2DM
representations of the SiP that encodes the integer w we previously
embedded in the cells of I through the corresponding procedure, to
locate the cells of the image and extract the embedded information.
In Algorithm 4 we describe the steps followed for the procedure of
extracting the watermark w from a watermarked digital image I,,.

2.5 System Architecture and Deployment

The proposed scheme for embedding and extracting information
into and from digital audio signals integrates sequentially the em-
bed and extract procedures, respectively. For the embedding of
information into the digital audio signal, we embed a watermark
w into a gray-scale digital image I producing the watermarked im-
age Iy, and consecutively embed the watermarked image into the
audio signal S producing the watermarked audio signal S,,. In Fig-
ure 2 it is illustrated the overview of the architecture of the embed
procedure incorporating the sequential utilization of Algorithm 1
to embed the watermark w into the frequency domain of image I
producing the watermarked image I,,, and Algorithm 2 to embed
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crop Original  Watermarked Cropped
Type size siP

Image signal signal Image sip
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Figure 4: Crop attack demonstration.

the values of the matrix-representation of image I,, into the LSBs
of particular values of the audio signals S in order to produce the
watermarked audio signal S,,. For the extract of information from
the digital audio signal there are utilized sequentially the proce-
dure of extracting the watermarked image I,, from a watermarked
audio signal S,, and consecutively the procedure of extracting the
watermark w from the extracted watermarked image I.,. Similarly,
in Figure 3 it is illustrated the overview of the architecture of the
extract procedure incorporating the sequential utilization of Algo-
rithm 3 to extract the values from the LSBs of the watermarked
audio signal S,, that correspond to the matrix-representation of
image I,, and produce the resulting watermarked image I,,, and the
Algorithm 4, to extract the watermark w that has been embedded
into the frequency domain of the image.

3 EVALUATION

In this section we provide an experimental evaluation of our pro-
posed approach for the embedding and the extracting of information
into and from digital audio signals, discussing our methodology,
the experimental setup followed for the evaluation of our model,
and the exhibited results that prove the potentials of our approach.

3.1 Attack Vector against Watermarked Digital
Audio Signals

Some common processes that alter a digital object, and thus may
alter the watermark, are signal conversion from digital to analog
(and vice versa), sampling, quantization, compression and decom-
pression, Gaussian noise, etc. Next, we discuss the types of attacks,
namely, crop attack, noise attack, and down-sampling attack per-
formed in order to evaluate the proposed multiple watermarking
scheme for digital audio signals.

Through the crop attack we investigate the potentials of our pro-
posed model for the embed of multiple watermarks into a digital
audio signal regarding the case where the derived watermarked
audio signal Sy, has been cropped. We distinguish three types of
crop, namely left-side crop, intermediate-side crop, and right-side
crop where the watermarked audio signal has been cropped from
its start until a specific part of it, a chunk of the signal has been
removed from its middle, and the case where it has been cropped
from a specific point until its end, respectively. In all these cases we
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consider the size of the signal that has been cropped to correspond
to an 25%, a 50%, and a 75% of the size of the initial watermarked au-
dio signal S,,. In Figure 4 it is provided an illustrative example over
each case of cropping attack and the corresponding size of cropped
signal, where it is also depicted the corresponding watermarked
image I, extracted over each case.

Next, through the noise attack we investigate the potentials of
our proposed model for the embed of multiple watermarks into a
digital audio signal regarding the case where the derived water-
marked audio signal S,, has been subjected to noise attacks. We
used random noise based on Gaussian distribution with three types
of variance, namely 0% =0.001, 02 = 0.01, % = 0.5. In those attacks
we increasingly add noise in the watermarked signal S,, in order
to explore the effect on the watermarked image we embedded I,,.
Noise attacks are a common filter attack that malicious users utilize
in order to destroy fragile watermarks and claim ownership of the
digital object in question.

Finally, through the down-sampling attack we investigated sev-
eral down-sampling ratios to the watermarked audio signal S,, so
as to explore the effect of down-sampling to the embedded water-
marked image I,,. We investigate down-sampling ratios as they are
more common to occur utilizing three types of down-sampling ra-
tios SR’, namely half-ratio (SR’ = SR/2), quarter-ratio (SR’ = SR/4)
and eighth-ratio (SR’ = SR/8), where SR and SR’ correspond the
initial and the down-sampling ratios of the watermarked audio sig-
nal S,,, respectively. Down-sampling attacks are a type of attacks
where a malicious user re-samples an audio signal so as to reduce
its size with the intention to get rid of embedded watermark values.

3.2 Methodology and Experimental Design

Throughout a series of experiments for various factors regarding
each type of attack, we focus on the investigation of the cases where
either the embedded watermarked image I,,, or the watermark
embedded into it i.e., w, can be extracted and in particular for the
case of the extracted watermark, if it has been damaged by the
attack, whether it can be reconstructed utilizing the Self-inverting
Permutation properties described in [8]. In the experimental design
followed for the evaluation of our proposed model we attest its
robustness in extracting the embedded watermarked image I,, and
the watermark embedded to that image w when they are extracted
from the watermarked signal S,, after the performance of several
attack types regarding various factors that characterize each one.
In our experiments we utilized as watermark the integer number
5 that is encoded by the Self-inverting Permutation {4, 6, 7,1, 5, 2, 3}
and embedded this SiP into the image of Lena of dimensions 128 X
128. Then, this image is embedded into a digital audio signal S,
where in our case we distinguished three types of signals of length
ranging from 30 seconds to 1 minute including only music, music
and song, and voice only tracks. The types of attacks performed on
the audio files were the crop attack, the noise attack, and the down-
sampling attack. For the case of cropping there where investigated
in each case of audio signal the crop of the track by its left side (left-
side crop), its right side (right-side crop) and the intermediate-side
(cropping from both left and right sides), for the case of noise attack
the insertion of noise of various variances into the audio signal, and
for the case of down-sampling the re-sampling of the audio signal
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using the half, the quarter and the eightieth of its initial sample rate.
To this point, we should note that in all these attack cases our main
target is to evaluate the effectiveness of our model regarding the
successful extraction of the information embedded into the audio
signal considering both I,, and w.

3.3 Discussion over the Exhibited results

The experimental results exhibited after the evaluation of our pro-
posed model for audio signal watermarking utilizing multiple wa-
termarks, i.e., the watermarked image I,, and the watermark w are
presented in Table 1. The series of experiments are divided into
three main categories regarding the underlying type of attack de-
ployed. Utilizing three audio signals (tracks in .wav format), namely
music.wav, piano.wav, and crowd.wav, including music and song,
music only, and voice only, respectively, we performed the three
types of attacks, namely cropping, noise and down-sampling, in order
to evaluate our proposed technique.

For the case of crop attack the three tracks we cropped using
the three types of crops (i.e., left-side, intermediate-side, and right-
side crop, respectively), cropping the track by a magnitude of 25%,
50%, and 75%, respectively in each case. As we can observe from
the results depicted in Table 1, for the cropping of the track by
a magnitude of 25% and 50% (i.e., an 75% and a 50% of the track
has been left available, respectively, for the watermark extraction
procedure), the proposed technique achieves an 100% successful
extraction of both the watermarked image I, and the watermark
w. However, for the case where the 75% of the track has been
cropped (i.e., only an 25% of the has been left available for the
watermark extraction procedure) in presence of a left-side crop
only the watermark w embedded in the watermarked image I,, can
be extracted after the attack, where for the cases of intermediate-
side and right-side crop neither the watermarked image I, nor the
watermark w can be extracted successfully. Thus, through an overall
evaluation of the proposed technique against the crop attacks, it
exhibits an 66.6% successful extraction of both watermarked image
I,y and watermark w in all types of crop attack for all the crop sizes
(i-e., 25%, 50%, and 75%), where in particular for the case of left-size
crop it is notable to refer that the proposed technique achieves an
100% successful extraction of the watermark w even in the extreme
case where only an 25% of the track has been left available for the
extraction procedure after the crop attack (i.e., 75% crop).

Moreover, for the case of noise attacks, as we can observe from
the exhibited experimental results presented in Table 1 the pro-
posed technique achieves an 100% successful extractions of both
the watermarked image I,, and watermark w in all the cases. In
particular, we investigate for all the three digital audio signals the
deployment of noise attack utilizing the three types of variance, i.e.,
o2 € {0.001, 0.01, 0.5}, where the PSNR value achieved an average
of 65.09.

Finally, for the case of down-sampling attacks, as we can observe
from the exhibited experimental results presented in Table 1, the
proposed technique achieves also an 100% successful extractions of
both the watermarked image I,, and watermark w in all the cases
where the sample rate SR’ has been divided to the half, the quarter,
and the eightieth, i.e., SR = SR/2, SR’ = SR/4, and SR’ = SR/3,
respectively, where the PSNR value achieved an average of 63.09.
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l “ Crop Attacks (Left, Intermediate, Right) “ Noise Attacks “ Down Sampling Attacks ‘
Audio || Size Tw/w (@) | Ly/w() | Iw/w(R) ]| 02 | PSNR | I,,/w || SR | PSNR | I./w
25.00% / / / 0.001 | 62.19 / SR/2| 62.19 /
music || 50.00% / / / 0.01 62.19 / SR/ 4| 62.19 /
75.00% X/ XX XX 0.5 62.19 / SR/8 | 55.70 /
25.00% / / / 0.001 | 66.54 / SR/2 | 66.54 /
piano || 50.00% / / / 0.01 66.54 / SR/ 4| 66.54 /
75.00% X/ XX X/ X 0.5 66.54 / SR/8 | 60.08 /
25.00% / / / 0.001 | 66.54 / SR/2 | 66.54 /
crowd || 50.00% / / / 0.01 66.54 / SR/ 4| 66.54 /
75.00% X/ X/ X X/ X 0.5 66.54 / SR/8 | 60.08 /
[ avg [ N/A [66.6%/100% | 66.6% | 66.6% | N/A | 6509 | 100% || N/A | 63.09 | 100% |

Table 1: Experimental results after the deployment of Crop, Noise, and Down-sampling attacks utilizing the proposed technique.

4 CONCLUSION

In this work we presented a multiple watermarking scheme for
the watermarking of digital audio signals utilizing watermarked
images. The proposed technique leverages the duality of the hidden
information by means of embedding into the LSB of the values of
digital audio signal both a digital image (watermarked image) as
also the watermark embedded in the digital image. We attested
the robustness of the proposed multiple watermarking technique
by a series of evaluation experiments including an attack vector
consisting of cropping, noise, and re-sampling attacks investigating
its potentials against various factors on each type of attack.

The promising results achieved through the evaluation of the
multiple watermarking scheme for the watermarking of digital
audio signals utilizing watermarked images proposed in this work
prove to a further extent the potentials of the proposed model
for digital audio watermarking leading us to insist for a further
investigation of its insights and the explore of further properties
that could improve its capabilities. Moreover, through our research
scope for future work, we plan to investigate also its potentials
when applied into audio signals utilizing already watermarked
audio signals instead of digital images as also the modification of its
architecture in order to develop watermarking schemes that could
effectively embed watermarked audio signals to digital images.
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